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Abstract—DNA-based data storage systems face practical chal-
lenges due to the high cost of DNA synthesis. A strategy to address
the problem entails encoding data via topological modifications
of the DNA sugar-phosphate backbone. The DNA Punchcards
system, which introduces nicks (cuts) in the DNA backbone,
encodes only one bit per nicking site, limiting density. We propose
DNA Tails, a storage paradigm that encodes nonbinary symbols
at nicking sites by growing enzymatically synthesized single-
stranded DNA of varied lengths. The average tail lengths encode
multiple information bits and are controlled via a staggered
nicking-tail extension process. We demonstrate the feasibility
of this encoding approach experimentally and identify common
sources of errors, such as calibration errors and stumped tail
growth errors. To mitigate calibration errors, we use rank
modulation proposed for flash memory. To correct stumped tail
growth errors, we introduce a new family of rank modulation
codes that can correct ‘“stuck-at” errors. Our analytical results
include constructions for order-optimal-redundancy permutation
codes and accompanying encoding and decoding algorithms.

I. INTRODUCTION

DNA-based data storage systems provide distinct advan-
tages over conventional magnetic, optical, and flash stor-
age media in terms of data storage density, data longevity,
and energy efficiency [1]-[4]. They also offer random-access
and rewriting solutions, made possible through controlled
polymerase chain reaction (PCR) and overlap-extension PCR
reactions [5], or specialized microelectronic circuitry [6]. The
systems can be made portable through the use of nanopore
sequencers [7], and adapted to write and read using chemically
modified DNA [8]. Nevertheless, they still have not been
broadly adopted due to substantial implementation challenges
such as the high cost of DNA synthesis.

One strategy to mitigate the use of expensive synthetic DNA
is to create topological modifications on native DNA back-
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bones to encode user-defined information'. The first known
system to use topological modifications of the form of nicks is
DNA Punchcards [9], [10]. However, DNA Punchcards encode
only a single bit of information at each nicking site, thereby
offering only a fraction of the recording density achievable by
sequence-content storage mechanisms. To bridge the gap be-
tween the storage densities of DNA Punchcards and sequence-
based storage systems, one needs to find a way to increase the
alphabet size available for storing information at the nicking
sites. We hence propose to encode nonbinary information at
the nicking sites by using an approach inspired by classical
flash memory where cell charges represent nonbinary values.
We refer to our new approach as DNA Tails, since nonbinary
information at each nicking site is recorded via enzymatically
synthesized single-stranded “tails,” whose quantized average
lengths represent multiple bits of information. The challenge
of controlling the ranges of lengths of the enzymatically syn-
thesized DNA tails is addressed through a staggered nicking-
tail extension approach and the use of rank modulation cod-
ing [11]. With this design, the average tail lengths are dictated
by the time at which their corresponding sites were nicked.

We implement the DNA Tail system and test it experimen-
tally. The results show that a common source of errors is
that tails unexpectedly stop growing after a certain number
of rounds of extensions, which we call “stumped” tails. As a
result, the information sequence carried by DNA tails suffers
from ”stuck-at” errors, where some symbols get stuck at lower,
incorrect values. We consider three models of “’stuck-at” error
scenarios, where: (a) ¢t symbols get stuck at a value lower by 1
than intended; (b) ¢ consecutive symbols get stuck at the lowest
of their values; (c) a single symbol gets stuck at a lower value,
and only relative rankings of the remaining symbol values are
observed.

We propose new code constructions and encoding/decoding
algorithms for each of the three error models. Our codes
for model (a) use Lehmer encoding, which was also used
in [12] for classical rank modulation coding. For model (b), we
propose a code where the permutation is split into sub-blocks
based on symbol values. Moreover, we use two interleaved
splits of the permutation to correct errors. Our codes for
model (c) may be viewed as codes correcting a constrained
combination of a single deletion and a single erasure in
a nonbinary sequence, which is based on a generalization
of the Tenengolts codes for correcting a single deletion in

In our context, topological modifications refer to changes in the structure
of the sugar-phosphate backbone of double-stranded DNA. In particular, we
focus on nicks, which are cuts in one of the two ribbons that constitute
the backbone. Instead of storing information in the content, one can store
information via the presence or absence of nicks/cuts at specific locations of
the backbone.
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nonbinary sequences. We also use Lehmer encoding tailored
to permutations. We complement all the constructions with en-
coding/decoding algorithms that transform information strings
into permutations and vice-versa.

The paper is organized as follows. Section II describes the
system and experimental results that motivate our analysis.
Section III contains a description of the error models, while
code constructions and encoding/decoding algorithms are pre-
sented in Section IV.

II. EXPERIMENTAL SYSTEM DESIGN AND ERROR
ANALYSIS

The gist of our approach is to encode nonbinary symbols
(labels) using different lengths of single-stranded DNA strings
grown at specific nicking (cutting) sites of double-stranded
DNA. The sites at which tails are grown are termed nicking
sites, while the overall storage paradigm is henceforth referred
to as DNA Tails. For DNA, the sugar-phosphate backbone
locations naturally serves as a linear order for the encoded
symbols. Following this idea, we designed and implemented a
DNA Tail scheme as depicted in Figure 1 (a), where the tails
are single-stranded DNA fragments enzymatically synthesized
on double-stranded substrates. The writing process consists of
several rounds of enzymatic nicking at preselected locations
(indicated by light green crosses on the DNA duplexes and
marked by Os in the top row of Figure 1 (a)) and “labeling.”
The results are tails whose different random lengths represent
different symbols of a large coding alphabet?. Label 0 stands
for an undisturbed location (no nick, nor tail), label 1 stands for
a nicked location without a tail, while all larger labels (e.g., 2-
7) correspond to average lengths of the DNA tails of different
lengths. The smaller the label, the shorter the average length
of the tail. To control the relative average tail lengths, we
partition the locations of the tails to be synthesized according
to the value of the label, in decreasing order. For example, to
encode “70216745” at consecutive preselected locations, we
start with the two locations that are to store 7. These are the
first locations that we nick, as indicated in the second row
of Figure 1 (b). Upon this first nicking round, DNA tails are
grown under controlled conditions, leading to relatively short
tail lengths. The locations where the symbol 6 appears are
nicked next, followed by enzymatic synthesis at all “exposed”
sites — i.e., those that are nicked and those that contain tails.
Since the sites corresponding to label 7 are subject to two
rounds of enzymatic synthesis, their lengths are expected, on
average, to be longer than those of label 6, as illustrated in the
fifth row of the figure. Proceeding, we arrive at the construct
in the sixth row in which the tails are of different lengths
proportional to the symbol value to be stored.

However, as will become evident from the experiments,
relying on the exact values of average tail lengths to determine
the encoded symbol is often infeasible due to calibration errors

Note that, as for sequence-based encoding, pools of 100s of DNA strings
encode the same information; since in our case, the tail lengths are random
variables, we work with the average tail lengths for each designated nicking
location. Furthermore, we quantize the tail lengths in order to allow for a
range of tail-length values to represent the same symbol.
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Fig. 1. An overview of our DNA Tail framework. (a) Schematic of Tail-
length encoding, showing the locations were tails can be grown according
to the natural order on the DNA backbone. (b) Schematic of the general
multi-round, nonbinary approach for recording information in DNA tails (i.e.,
single-stranded DNA fragments enzymatically synthesized on double-stranded
substrates). For low-cost, we use native restriction endonucleases for nicking
and the TdT polymerase for tail growths. (¢,d) Schematics of rank modulation
for tail and cell “charges.”

(i.e., not knowing very precisely which tail length ranges cor-
respond to which symbols). On the other hand, the staggered
nicking-tail extension process naturally guarantees that the
nicked sites exposed to the most tail extension rounds will have
the longest DNA tails with high probability. This motivates us
to use relative ordering of the average tail lengths rather than
their values, akin to rank modulation [11], [13], illustrated
in Figure 1 (c,d). There, to avoid absolute errors, the exact
values are replaced by rank-ordered symbols indicating the
largest, second largest, third largest, etc., charge or tail length.
Even after charge leakage of all cells or equally reduced tail
growths, one still expects the relative order to be preserved. To
understand how to implement a rank modulation-like encoding
with DNA Tails, one can think of replacing electrons and
cells with bases and nicking sites, in which case each average
tail length has to be sufficiently different from any other.
This makes the recording process less susceptible to errors
encountered in the general scheme but at the cost of an
increased number of nicking-labeling rounds. For the general
scheme, the number of rounds equals the value of the largest
label, while for rank modulation scheme, the number of rounds
equals the number of distinct nonzero labels.

We used the Tail encoding technique to encode real in-
formation in different contexts. Specifically, we illustrate an
example of topological tail encoding of metadata equal to the
number 20 on the backbone of synthetic DNA image of Novak
Djokovic playing tennis shown in Figure 2 (a) to indicate the
number of Grand Slam single titles he won until 2021, and the
metadata 5030 into the image of a beach in Uruguay shown in
Figure 2 (a) to indicate the country’s world cup championship
years (1930, 1950). We used IDT gBlocks of length 1, 000 bps
to record the image content of these two images; metadata is
recorded via the general scheme in Figure 1 (a). The images
were first compressed using JPEG, parsed into blocks of length
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Fig. 2. (a) Schematic of the image encoding procedure, explained in the main
text. (b) Results of recording a signature DNA tail 20 on the first synthetic
DNA image. (¢) Matching results for gBlocks encoding the right image in
(a), with the superimposed value 5030. (d) Rank modulation experiments on

the encoding of the poem A Dream Within a Dream by E. A. Poe using three
gBlocks. (e) Rank modulation errors.
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35 bits each, and then mapped to DNA sequences of length
19 nts. The redundant 1.5 bits per block ensure balanced GC
content (45% — 55%) and eliminate homopolymers of length
> 3 nts. To enable random access to different images, we also
included pairs of unique prefix and suffix primer sequences for
each of the images. Furthermore, to indicate the order of the
sequences within the image, we use address blocks of length 3
nts. We also added 7 random bases at predefined locations to
lower IDT “synthesis complexity.” Our experimental results
are depicted in Figure 2. In (b), we show the results of
recording a signature DNA tail 20 on a synthetic DNA image
on the right in (a). For nicking, we used readily available
native nicking enzymes (New England Biolabs) which come
with their built-in guides for recognition sites. For example,
the recognition site for Nb.BtsI is 5’-GCAGTG(NN)-3" (where
NN stands for any pair of bases), while the recognition site for
Nt.BspQI is 5’-GCTCTTC-3’. Note that this leads to a cost
effective solution since guides do not have to be separately
synthesized and attached to the enzymes, unlike what is needed
for CRISPR or other programmable enzymes. Due to this
choice, we may have several tail growths initiated at different
double-stranded DNA sites with the same recognition string,
but that is not a problem for the particular system model.
The value 20 is nicked into gBlocks by using a combination
of two nicking enzymes, Nb.BtsI and Nb.BssSI. To determine

how to decode the tail lengths to label values, we performed
extensive calibration experiments. The plot summarizes the
relationship between the average tail length and the corre-
sponding label for up to 6 cycles of tail extensions (with 72
denoting the squared fitting error). For an average tail length
of 18.16 as shown in the left plot, the fitted calibration model
indicates a corresponding label of 2.46, marked in red. Since
2.46 is closer to 2 than 3, the label is decoded as 2. The
label 0 can be perfectly recovered, as it corresponds to the
absence of any modifications. In (¢), we provide matching
results for gBlocks encoding the right image in (a), with
the superimposed value 5030. Encoding is performed using
a combination of four nicking enzymes, Nb.Bsml, Nt.Bpul0OI,
Nb.BsrDI, and Nb.BssSI. In this case, label 5 is erroneously
read as 6, while label 3 is erroneously read as 4. This
further motivates the use of rank modulation coding which
only requires that the average lengths of the tails be rank-
ordered with a sufficiently large difference in values. (d)
Rank modulation experiments on the encoding of the poem
A Dream Within a Dream by E. A. Poe using three gBlocks,
with a topologically encoded book ISBN numbers 4570015 in
Poem-GBlock 1, cipher 5010126054 (Poem-GBlock 2), and
0040721 (Poem-GBlock 3). The short ISBN metadata encoded
in the tails was used to enable data editing (which would have
been difficult to accomplish if it were embedded directly into
the sequence content), as well as an example of information
hiding, which along with watermarking will be discussed in
more details in a companion paper. The characters of the poem
were first converted to binary sequences in ASCII format,
parsed into blocks, and mapped to DNA sequences. We note
that all rankings of tail lengths ((e)) are consistent with the
magnitude of the label, except in Poem-GBlock 1. There, the
tail length corresponding to label 7 (498.2) is unacceptably
short, falling within the range of lengths designated for label
5 (459.07 ~ 501.5). No such inconsistencies are observed
in the other two gBlocks. The identified errors suggest that
it is possible for some tails to stop growing even in the
rank modulation setting, and such errors are studied in the
theoretical analysis to follow.

III. ERROR MODELS FOR DNA TAILS

As evidenced by the experimental results, during tail exten-
sion, long tails may experience stumped growth. Moreover,
the tail length are random. Therefore, the measured averaged
lengths have to be quantized. As a result, the quantized length
of a tail corresponding to a larger label can be indistinguish-
able from that of a tail corresponding to a smaller symbol.
These issues introduce new models for rank modulation errors,
as described below.

Assume that the DNA tail lengths are encoded via permuta-
tions o = (0(1),...,0(n)) € S, of length n; here, S,, denotes
the set of all permutations, i.e., the symmetric group of order
nl. The value of a symbol in the permutation represents the
quantized tail length at the corresponding nicking site. For
example, the permutation o = (1, 5, 2,4, 3) may represent tail
lengths at five nicking sites where the first tail has the shortest
length (i.e., length falling in the first quantization bin), and the
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second has the longest length (i.e., length falling in the last
quantization bin). Now, the tail at the fifth nicking site may
have stopped properly growing starting from the fourth round
or nicking, which could have resulted in it being quantized
to 2, so that o(5) = 2. That would lead to an erroneous
readout 0. = (1,5,2,4,2) from the quantized tail length
measurements. The resulting 0. is no longer a permutation
due to quantization of average tail lengths, but rather what
we refer to as a multiset permutation in the sense that it can
have repeated or missing values. Also, note that we know that
at least one of the two 2 symbols had to be correct, which
provides additional information that can be exploited in the
code design process. We hence present three new error models
that capture how tail extension and quantization processes
affect the permutation received at the decoder.

Tails stuck at a quantized length shorter by 1. This model
pertains to the case that some tails did not grow in at most one
round of extension. Hence, a tail that corresponds to the label
o (i) may have an average length that is indistinguishable from
that of a tail that corresponds to the label o () — 1. In addition,
the tail growth saturation phenomena may arise only for long
tails. In this case, the stuck-at errors only occur when o(%)
is greater than a threshold m. More specifically, let ¢ be the
total number of stuck-at errors. Let o € S,, be the permutation
encoding user data and let 0. € [n]™, where [n] = {1,...,n}
for any positive integer n, be a sequence of quantized tail
lengths identified after the average tail quantization processes.
A stuck-at error occurs when o, (i) = (i) — 1 for some i such
that o (i) > m. Hence, the resulting permutation satisfies

o (i) = o(i) — 1,
v {am,

for i € {iq,..
for i € [n]\{i1,...

., i1} such that o (i) > m,

7it}'
ey

The following is an example of such errors.

Example 1. Let n = 9t = 3 m = 3,0 =
(9,1,4,2,5,8,3,6,7), and o, = (8,1,4,2,4,8,3,6, 6). Then
stuck-at errors occurred at nicking sites 1,5 and 9, impacting

o(1),0(5), and c(9).

While the stuck-at errors described by (1) can be considered
as 2t erasure errors in o, we note that these ¢ stuck-at errors are
easier to correct than 2¢ general erasure errors since stuck-at
errors occur in a permutation sequence and affect only symbols
with adjacent values. We will show that the redundancy needed
to correct ¢ stuck-at errors is less than that needed to correct
2t erasures. Note that a related type of errors is the stuck-at
error in write-once memories [14], [15], where symbols get
stuck at a fixed value, but the codewords are not necessarily
permutations. In the models considered in this paper, the
symbols can be stuck at different values and the codewords
are restricted to be permutations.

Tails of consecutive lengths stuck at the same length. In
this model, tails corresponding to consecutive symbol values
may stop growing after reaching a certain round of extension.
As a result, the average lengths of the corresponding tails
are quantized to the lowest observed tail-length value. For
example, when encoding o = (1,6,5,2,4, 3), the tails at the
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third and fifth nicking site may have stop growing after they
reached the quantized length of bin 3. Then, the resulting
multiset permutation becomes 0. = (1,6, 3,2,3,3). We say
a burst of stuck-at errors of length at most ¢ occur in o
if the resulting permutation o.(i) = j for all ¢ such that
o(i) €{4,7+1,...,5+t; —1} for some j € [n] and ¢ € [t],
ie.,

Js for i € {41,...,4 }, such that o(ig) > m
and 0(7;[) =7j+ {—1,/0 € [tl],tl S [t},
for i € [n]\{i1,..., %, }.

oe(i) =
U<i)>
2

The following is an example of a burst of stuck-at errors.

Example 2. Let n = 15t = 3,m =
(9,1,4,2,5,14,10,3,6,13,11,7, 12,8, 15), and
oo = (8,1,4,2,514,8,3,6,13,11,7,12,8,15). Then
the burst stuck-at error occurs at o(1), o(7), and o(14).

4,0 =

While the errors described in (2) may be viewed as burst
erasure errors of length ¢ in o', we subsequently show
that the redundancy needed for correcting stuck-at errors is
smaller compared to that of erasures since the former arise in
permutations.

Tails stuck at a quantized lengths shorter by at most ¢,
with tail length rank orderings. Since the tail length growth
is hard to control, it is often hard to recover the label of a
tail by measuring its length and quantizing it. Instead, it may
be more informative to identify the label of a tail through
direct rankings of average tail-lengths. In this case, the labels
of multiple (as many as n — ¢ — m) tails change as a result of
a single tail stuck at a lower length. We consider a single tail
length stuck-at error, where a symbol o (i) > m gets stuck at a
value o.(i) = (i) —tq for t1 € [t]. The values of the symbols
o(j), o(j) € [o(i) — 1] stay the same. In addition, since only
relative ranking of quantized length are observed, all symbols
with value at least o(7) + 1 decrease by 1. Therefore,

o(i) —ty, for some i =iy € [n], such that
ooli) = - O'(Z'l.) >m, - ‘
o(i) —1, for i € [n] such that o(i) > o(i1),
o(1), else.
3)
Example 3. Let n = 9t = 3 m = 3,0 =

(9,1,4,2,5,8,3,6,7), and 0. = (8,1,4,2,2,7,3,5, 6). The
error that occurs at o(5) results in changes of values of the
symbols o(1),0(5),0(6),0(8), and o(9).

To justify this model, recall that on each replica of a gblock,
we grow tails at the same locations, as dictated by the choices
of the nicking enzymes. Each tail has a random length, so
we use the average tail lengths of each designated location. If
calibration were perfect, and our quantization bins of the same
length, then exactly one tail length would land in each of the
first bins; but then, at some point, a second tail would fall into
one of the previously used bins. Upon detecting this issue,
one could just assign the remaining tail lengths their bins,
which should work even if we do not use rank modulation.
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The problem is that in practice, the bin sizes would have
to be nonuniform, depending strongly on the length of the
tails (also, they would obviously not be known a priori). This
model proposes using bin quantization until the first encounter
of repeated bin usage, since until that point the bin sizes
may be considered fairly uniform, which is the case for short
tail lengths; afterwards, the scheme would just use average
tail length rankings since binning will be more unreliable for
longer tails.

For the permutation (9,1,4,2,5,8,3,6,7) from the above
example, we would start with one tail in bin 1, one tail in bin
2, one tail in bin 3, one tail in bin 4, and when we reach 5, the
corresponding tail length ends up in bin 2 again. After this,
we stop using binning (as we suspect to have reached a point
where the bin sizes are no longer adequate) and just perform
rank ordering of the remaining tail lengths, which basically
leads to the resulting permutation (8,1,4,2,2,7,3,5,6).

The errors described in (3) are related to translocation errors
in the Ulam distance for rank modulation. While the stuck-
at errors in (3) can be corrected using codes in the Ulam
metric [16], [17], we note that the errors in (3) preserve part
of the positional information about the errors, which is in
contrast with the Ulam metric errors for which no positional
information is available. Hence, it is possible to correct stuck-
at errors with less redundancy when compared to correcting
translocation errors in the Ulam metric.

As a parting remark, we point out that it it not possible to
tell apart the exact sources of different types of errors, although
they would be correctable under each of their corresponding
schemes. Also, we leave it as an open problem to construct
codes that can simultaneously correct all three types of errors.
Practically, it is safe to say that the first model (stuck-at tail
length) may be the most relevant.

IV. CODES FOR t STUCK-AT ERRORS

We provide next code constructions for the error models
described in Section III.

A. The t stuck-at error model

We start with the ¢ stuck-at error case described in (1) and
illustrate the idea through Example 1. Let the data be encoded
by a permutation o = (9,1,4,2,5,8,3,6,7) of length n = 9.
To protect o from at most ¢ = 3 stuck-at errors that occur
at symbols with values larger than m = 3, we use Lehmer
codes (which will be rigorously defined later) of the same
length as 0. In Lehmer encoding of a permutation o, the
symbol at position ¢ is given by the number of symbols in o
that precede position ¢ and have values greater than o (7). For
example, the Lehmer encoding of o = (9,1,4,2,5,8,3,6,7)
equals (0,1,1,2,1,1,4,2,2). For error correction purposes,
we consider the modulo 2 reduction of the Lehmer encoding
of g, given by (0,1,1,0,1,1,0,0,0) for the running example.
It will be shown that ¢ stuck-at errors result in at most
t substitution errors in the modulo 2 reduction of Lehmer
encodings. To correct ¢ such substitution errors with known
locations in the vector, it suffices to use a t-erasure correcting
Reed-Solomon code with at most ¢ log(n —m) redundant bits.

In addition, one can recover o from o, and the modulo 2
reduction of the Lehmer encoding of o.

Since codewords are permutations in our model, one needs
to encode the binary Reed-Solomon code redundancy into
“permutation symbols.” We utilize the fact that only symbols
with values larger than m can be affected by errors and assume
that m > % + 2, which is typically the case in our
experiments. We then use the positional information of the

tog(m=m) 1] o store the redundant symbols.

symbols in [[==22 T
The symbols [n + [tlog("’_m)ﬂ\wtlog(";m)]] encode the

logn
logn lo,
information in o, where each symbol 0(2’3 is simply encoded
as o(i) + [%] For example, assume that the Reed-
Solomon redundancy is given by three 9-ary symbols, (1,1, 7).
In this case, we increase each entry in o by 3 so that
o= (12,4,7,5,8,11,6,9,10) and then insert symbols 1,2,
and 3 after the Ist, 2nd , and 7th entry in o to obtain the
encoded permutation (12,1,2,4,7,5,8,11,6,3,9,10).

In what follows, we provide more details about the encoding
and decoding procedures, and prove the following theorem,
which shows that the stuck-at errors can be corrected by
adding at most ¢ redundant symbols to the permutation o.

Theorem 1. For any message given in the form of a per-
mutation o of length n, there is an encoder mapping £ :
S, — Sniv that maps o to a permutation £(o) of length
n+t', where t' > %. Moreover, E(o) can be corrected
from at most t stuck-at symbol errors defined in (1), given
m>t +2

n—m

Remark 1. There are ( : ) choices for the locations of
t stuck-at errors in (1), all resulting in different erroneous
permutations. By the sphere packing bound, the redundancy
of a stuc-at error-correcting code is at least log ("_tm)
O(tlog(n —m)).

Before presenting the code construction, we first give a
formal definition of Lehmer codes. For any sequence 7 € [n]™,
its Lehmer encoding £(7) € {0} x [1] X [2] ... x [n—1] equals

L(m)(i) =i : 5 <i,w(j) > (i)} (4)

Note that 7 is not necessarily a permutation. The following
Lemma shows how stuck-at errors in o affect £(o).

Lemma 1. Let 0. be an erroneous version of o such that

for i € [n] such that i € {i1,..., 4},
o(i) > m, and o(i;) < o(ij41) — 2
for j €[t —1],
for i € [n]\{i1,...

o(i) — 1,

ik

)
for £ < t. Moreover, . has two repeated symbol values
oe(ij) = 0c(i}) = o(i;) — 1 for j € [(]. Then,

L(o)(i) =1, if i =4} and i > i; for some
L(oe)(i) = j €,
L(o)(i), otherwise.

(6)
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Proof. We show that for any 4,7’ € [n] and i < ¢/, we have
0c(i) > o(i') if and only if o(i) > o(i’), unless o.(i) =
0c(i') and i = i; = min{3;, i’} for some j € [¢]. Suppose we
have either o, (i) > 0.(i’) and o(z) < o(i) or o.(i) < 0.(i)
and o (i) > o(i). If oe(i) > 0c(i') and o(i) < o(¢’), then
o(i') — 1> o(i) > 0e(i) > 0e(i') > o(i’) — 1, which is a
contradiction. On the other hand, if 0. (i) < o.(¢’) and (i) >
o(i"), we have o(i) > o(i') > 0.(i') > oc(i) > o(i) — 1.
Hence, 0. (i) = 0.(¢'), i = i; = min{i;, ¢}, and ¢’ = ¢’; for
some j € [¢]. Therefore, £(o¢)(i') = L(o)(i’) — 1 if and only
if ¢/ =4’ and 4, > i; for some j € [/]. O

The following lemma shows that for any o, satisfying (1),
we can give an estimate 6 of o based on o, that satisfies (5).

Lemma 2. For any o, be given by (1), one can obtain an
estimate & of o that satisfies (5).

Proof. Let o, be obtained from o after stuck-at errors at
symbols whose values belong to the union of disjoint intervals
UL {i}, +1,...,i) + j¢} such that S35 j, < t and that
iy +je+1< ZQH. Then, for each ¢ € [L], there are two
symbols with repeated values i, in o, one of which comes
from the symbol in o with value z’z + 1. Moreover, the symbols
with values 4, +1,...,4, + j, — 1 in o, arise from symbols
in o with values i, + 2, ..., + je, respectively. The symbol
with value ¢} + j, does not appear in o,.

To obtain & from ., we find the missing values in o,
which coincide with the values ¢} + j; for ¢ € [L]. Then, for
each missing value ¢} + j, we find the largest repeated value
in o, that is smaller than i} + j,, and this coincides with 3}.
Let

& (i)
oe(i)+1, ifoe(i) € Uf {ip + 1, i) 4 je — 1},
(i), else. '

Note that the values 4, and j,, £ € [L] can be inferred from
0. as described above. Then,

5(i) = {a(i)—L if o (i) € Uz {ip + 1},
o(i), else

Moreover, we have that i), + 2 < i 41 by definition of 0.
Hence & satisfies (5). O]

)

According to Lemma 2, one can reduce the problem of
recovering o from o, satisfying (1) to that of recovering o
from o, satisfying (5). Furthermore, based on Lemma 1, we
will consider the modulo 2 reduction of £(o), and only focus
on symbols with values larger than m, i.e.,

B(o) = (L(o)(i) mod 2 : o(i) > m),

for i € [n]. Lemma 1 shows when o, satisfies (5), B(o.)
changes in at most ¢ positions i, where i = z; and z; > i
for some j € [¢]. Hence, ¢ stuck-at errors result in at most ¢
substitutions in B(o), the positions of which can be inferred.
Moreover, no errors occur in L(0)(¢) for o(i) < m.

To protect B(c) from ¢ erasures, we use Reed-Solomon
codes. Specifically, we encode a binary sequence « € {0, 1}

of length /¢ into a sequence over an alphabet of size ¢ by first
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splitting « into blocks x;, i € [@], of length log g, where

each block is represents by a symbol from the alphabet of size

q of the Reed-Solomon code. Let RS;(x) : {0,1}* — [q]*

be a mapping such that (zq,.. .,az%,RSt(a:)) is a Reed-

Solomon code capable of correctingoi‘qsymbol erasures. It is

required that th—i—é—i—l. Weletg=nand { =n—m.

Note that ¢ > t + % + 1 is satisfied when n > 4 and t < n.

As mentioned in the illustrating example, one needs to en-
code RS;(B(c)) in permutations. To this end, we use the fact
that permutations of length n are over the alphabet [n] and use
redundant symbols to encode RS;(B(c)). We use the symbols
with values in [¢'] to encode RS;(B(c)). Note that under the
assumption m > ¢’ + 2, the symbols with values in [¢] can
still be identified/recognized after ¢ stuck-at errors. Moreover,
we encode the Reed-Solomon redundancy RS:(B(c)) using
positional information rather than the actual values of the
redundant symbols. As a result, the original permutation o is
encoded using symbols with values in [n+¢']\[t']. The details
of the encoding procedure are as follows.

Encoding:

(1) Given a permutation ¢ € S, compute the redundancy
RSy(B(o)) and represent it by ¢’ symbols (ry,...,7y)
over the alphabet [n].

(2) Compute F(o) by F(o)(i) = o(i) +t' for i € [n].

(3) Insert i € [t'], right after the r;th symbol o(r;) in F(0).
If r; = r; for i < j € [t'], insert j after ¢ where ¢ and j
are between the r;th symbol and the r; + 1th symbol in
F(o).

Let (o) € S+ be the output of the encoding algorithm.

Note that o is encoded in the symbols of values [n + ¢/]\[¢']

in (o). The decoding procedure works as follows.

Decoding:

(1) Given an erroneous permutation of £(o), compute an
estimate £(o) of £ (o) according to Lemma 2.

@ Letr;={j:j<tEF) €n+tN\t],EX) =i}| be
the number of symbols in £ that precede the symbol ¢
and have values in [n + ¢']\[t'].

(3) Let F(o) be an estimate of F(o) obtained from € by
removing symbols with values in [t'] and subtracting
t' from each entry. Compute B(F(c)) and determine
the erasure positions based on Lemma 1. Then use
(r1,...,r¢) as Reed-Solomon redundancy to correct
erasures in B(F(c)) and obtain B(c).

(4) Recover ¢ from F(o), B(F(c)), and B(o), based on
Lemma 1 as follows. Let f'(a)(z&) = F(o)(i;), § € [4],
be the ¢ pairs of repeated symbols in F (o). For each
j € ], if B(F(0))(i;) = B(o)(i;) and B(F(0))(i}) =
B(o)(i}). then let F(o)(min{i;,i}}) = F(o)(i;) + 1.
Otherwise, let F(o)(max{i;, it}) = F(o)(ij) + 1.

(5) Output F(c), the estimate of o.

We next prove the correctness of the decoding procedure.

Note that by assumption, m > ¢ + 2 and hence the symbols

1,...,t" are not affected by errors and hence (rq,...,ry) =

RS;(B(c)) is correctly decoded. Moreover, F(c) is an er-

roneous version of o satisfying (5). Hence, by Lemma I,

B(F (o)) differs from B(o) in at most ¢ bits, the positions of

which can be determined. Then, B(c) can be recovered with
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the help of the Reed-Solomon code redundancy (r1,...,7¢).
According to Lemma 1, for each 7 € [n] where B(F(0))(4)
and B(o)(i) differ, we have L(F(0))(i) = £L(c)(i) — 1. For
other values of i we have £(F(c))(i) = L(c)(i). Hence,
according to Lemma 1, the estimate F(o) in Step (4) of
decoding equals o.

B. The burst stuck-at error model

We now provide code constructions for cases when sym-
bols with at most ¢ consecutive values get stuck, which
is described by (2). Suppose data is encoded into a per-
mutation ¢ = (9,1,4,2,5,14,10,3,6,13,11, 7,12,8,15)
of length 15 and at most ¢ = 2 stuck-at errors occur at
symbols with values larger than m = 3. We group sym-
bol values {1,...,15} into blocks of length 2t = 4, ie.,
{1,2,3,4},{5,6,7,8},{9,10,11,12}, and {13,14,15} (the
last block may have fewer than 2t = 4 symbols). For each
block of values (7,7 + 1,7+ 2,7+ 3), we look at the relative
positions of symbols with these values in ¢ and obtain a
permutation o; of length 4 such that o'j_l(il) > O'j_l(ig) if
o 1(j+i1—1) > o7 + 42 — 1). For block {1,2,3,4},
the relative ranking is given by (1,4,2,3), since this is the
order of symbols 1,2,3, and 4 in o. Similarly, the blocks
{5,6,7,8},{9,10,11,12} and {13,14,15} result in the rela-
tive rankings (1,2,3,4), (1,2, 3,4) and {2, 1, 3}, respectively.
In addition to the blocks obtained by grouping values in
[15], we create another set of blocks that shifts the values
of the first set of blocks by ¢. More specifically, we group
{1+t = 3,...,15} into another set of blocks of length
2t = 4, and compute the relative ranking of the blocks as
{3,4,5,6},{7,8,9,10},{11,12, 13,14}, and {15} and obtain
(2,3,1,4),(3,4,1,2),(4,3,1,2), and (1), respectively. Note
that ¢ = 2 stuck-at errors obfuscate exactly one block in at
least one of the two sets of blocks, the identity of which can be
determined. Hence, it suffices to protect from a single erasure
of the relative ranking of a single block in both sets of blocks.
To this end, we compute the symbol-wise sum of block relative
rankings in both sets of blocks, respectively, modulo 2¢ = 4,
while padding with zeros all rankings shorter than 4. Then, it
remains to encode the modulo sums into a permutation o.

Similar to Section IV-A, we use the positional infor-
mation of redundant symbols for encoding. Different from
Section IV-A, where it is assumed that the redundant sym-
bols are at most m and do not suffer from errors, here
we consider the case when m can be small such that re-
dundant symbols also suffer from stuck-at errors. To avoid
a stuck-at error affecting multiple redundant symbols, we
interleave the values of symbols that encode o and the
values of the redundant symbols such that we use the val-
ues 6,9,12,15,18, and 21 with difference t + 1 = 3 for
redundant symbols and encode o in the remaining values
{1,2,3,4,5,7,8,10,11,13, 14,16, 17, 19, 20}, for the case of
our running example. Moreover, we use an extra redundant
symbol to protect the symbols that encode redundancy.

The details are given in the proof of the following theorem,
which shows that it suffices to use at most *11°6% 1 1 redundant

logn
symbols to correct a burst of at most ¢ stuck-at errors.

Theorem 2. For any message given in the form of a permuta-
tion o of length n. > 2t(t + 1), there is an encoding mapping
Ep i Sn — Spav 1 that maps o to a permutation E,(c) with
length n +t' + 1 such that t'logn > 4tlog(2t). Moreover,
Ev(0) can be corrected from at most t stuck-at symbol errors
described in (2).

Remark 2. Note that the amount of information needed to
distinguish different relative orderings of the stuck symbols is
at least logt! = O(tlogt). Hence, the redundancy of the code
is at least O(tlogt).

Before presenting the code construction, we first introduce
the notion of projection of a permutation. For a permutation o
and a subset of positions A = {i1,...,74} C [n], 0a € Sy
is a permutation of length |A| such that o4(j1) < 04(j2)
if o(ij,) < o(ij,) for ji,j2 € [|A]], ie., o4 is the relative
ranking of symbols in o with positions in A. For each i €

[[571], let
O_i,l — O'{o-fl(2(i—1)t+1),.~~7071(2it)} S S2ta
0" = 0l 1 a(im )i+ e 2i0)) €S20 (B)

such that o®!(j) = 0 when 2(i — 1)t + j is not in ¢ and
02(j) = 0 when t + 2(i — 1)t + j is not in o. Consider the
following two concatenations of ¢! and %2, respectively,

Sy = (oM. ols 8y = (012, U[%WQ). )

Note that both S; and S, are obtained by splitting the values
of symbols in ¢ into blocks of length 2t and concatenating
the projection of o onto the symbols with these blocks of
values. Moreover, there is a t-symbol shift between the sets of
blocks that are used to construct S7 and S, respectively. The
following lemma shows that either S; or S can be identified
to have a single block permutation projection erasure in one
of oLl ... ol3 1L or o122, .. ol"5" 12, respectively, under
the burst stuck-at error model of (2).

Lemma 3. Declare an erasure of o' or o>2 if at least one
value among 2(i—1)t+1,...,2it or t+2(i— 1)t +1,...,t+
2it is missing in o, respectively, where o, is as described
in (2). Then, at least one of S1 or Sy has at most one declared
erasure.

Proof. Let j; be the smallest symbol value that got stuck. If
(20 = 1)t +1 < ji < 2it for some i € [[g:]], then only a
single erasure of o*! is declared in S;. On the other hand, if
t+ (20 — 1)t +1 < ji < t+ 2it for some i € [[%4]], then
only a single erasure of o! is declared in S;. Note that the

values of the stuck-at symbols can be inferred from o.. [J

According to Lemma 3, it suffices to add redundant symbols
to protect one permutation projection erasure in S; and Sa,
respectively, to correct a burst stuck-at error of length at
most ¢t. This can be done by representing each permutation
projection %! or o2 via a vector of ¢ symbols over an

alphabet of size ¢. Then, we use
Ry =@icgno™’s Ra=&gazye™®  (10)

to protect S; and So from a single erasure, respectively, where
@ denotes the symbol-wise addition of o>'! or ¢*2 modulo 2t.
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Let the concatenation of R; and Ry be the 2¢-ary representa-
tion of an integer in the set {)O, ..., (2t)4 — 1} and represent
the integer by t' = 4t11§ggft symbols (rq,...,7ry) over an
alphabet of size n. We encode ¢ and the redundant symbols
(r1,...,ry) that represent Ry and Ry using n+t'+1 symbols
in total, where symbols with values n+t'+1—(¢4+1)(¢'+1)+
(t+1)3, i € [t'] are used to encode (ry, ..., ). We then use
the/symbol with value n + ¢ + 1 to encode an n-ary symbol
Zle r; mod n, which represents the redundancy to protect
(r1,...,r) from a single erasure. The remaining n symbols
inthe set V = [n+t'+1]\(Ujeqo,... py{n+t'+1—i(t+1)}) are
used to encode o, where o (i) is replaced by the ith smallest
value in V.
Encoding:

(1) Given a permutation o € S,,, use the symbols of values
inV=Mn+t+1\(Vicpo,.. sy {n+t'+1—i(t+1)})
to encode 0. More specifically, let F(o)(i) be the o(i)th
smallest value in V, i € [n].

(2) Find the sequences S; and S; according to (9), and then
proceed to compute R; and Ry according to (10). Repre-
sent Ry and Ry using a sequence of ¢’ symbols 71, . .., 7y
over an alphabet size n. Let 4 11 = (—=®;e)r;i) mod n,
where @ is the sum modulo n.

3) Insert n—t(t'+1)+ (t+1)i, 7 € [t/ +1] after the r;th (or
before the first if 7; = 0) symbol in F(o). If r; and 7,
i < j, have the same value, insert n+¢'+1— (¢4 1)(¢' +
D+ (+1)jaftern+t' +1—(E+1)E +1)+ (t+1)i,
where n +¢ +1— (¢+ 1)(t' + 1) + (¢ + 1)i is inserted
after the r;th symbol in F (o).

Let the output of the encoding procedure be &,(c). The

decoding procedure is the reverse of the encoding procedure,

explained in what follows.
Decoding:

(1) Given an erroneous permutation £ (o) of & (o), if none
of the redundant symbols with values n — ¢(¢' + 1) +
(t +1)i, i € [t' + 1] are missing or repeated, let r;,
i € [t'+1] be the number of symbols with values among
V' and placed at positions ahead of the symbol with value
n—t{t' +1)+ (t+ 1), ie.,

ri ={j:j <ag(o)(a) = (n—t{t" + 1)+ (t+1)i),
& (0)(j) €V} (11)

is the number of symbols in £ (o) that precede n—t(t' +
1)+ (t+1)i. Otherwise, let n —t(¢' +1) + (¢ + 1)7 be the
missing or repeated symbol value for some ¢ € [t/ + 1]
and let ji,j2,...,Jt+1 be the positions of the repeated
symbols in £7(c). Find the unique position j; among
s € [t+1], such that if & (0)(js) =n—t(t' +1)+ (t+
1)4, then the sum of values of r; modulo n, where r; is
given by (11), ¢ € [t 4+ 1], equals 0. Then, let ; be the
corresponding number given by (11).

(2) Let F¢(o) be the subsequence of £ (o) obtained by
removing symbols with values n — t(¢' + 1) + (¢ + 1)3,
i € [t + 1], where the symbol £ (0)(js) = n — t(t' +
1) + (¢t + 1)i obtained from Step (1) is removed as
well. Declare erasures of o»! and ¢%2 in S; and So,
where 0%t 0%2, S, and Sy are defined in (9) and (10),
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if at least one value among the 2(i — 1)t + 1th,. . ., 2itth
smallest or the t + 2(¢ — 1)t + 1th,..., ¢t + 2itth smallest
entries in V' is missing in £ (o), respectively. Note that
to compute S7 and Ss in (9), we replace 0~ 1(35), j € [n],
by F (o)~ (vj), where v; is the jth smallest number in
V.

(3) Find at least one of S7 and S5 that has a single erasure of
o®1 or g%, respectively. Suppose S; has a single erasure
o®1; then, it can be corrected with the help of R; defined

in (10), which is part of (r1,...,ry) retrieved from Step
(1). Once o’ is recovered, we correct the burst stuck-at
error as follows. Let ¢; < ... < 79, be the positions of

symbols that are in ¢!, which can be determined since
the positions of other o7'1, j € [n]\{i} can be determined
as well. Then, let ]:"l;(a)(w) = V2(i—1)(t+1)+oi:1(£) for
0 € [2t].
(4) Recover o from F¢ (o) by letting o(j) = i if F(0)(j) =
V;.
We now prove the correctness of the encoding/decoding pro-
cedures. We first show that (r1,...,7v) = (R, Rg) via the
following lemma.

Lemma 4. There is a unique position js for some s € [t + 1]
in Step (1) in the decoding procedure such that by letting
E(0)(js) =n —t(t' + 1) + (t + 1)i and letting r; be given
by (11), @ € [t + 1], the sum of the r; values modulo n equals
0.

Proof. Note that the burst stuck-at error affects at most one
redundant symbol among n—¢(#' +1)+(t+1)i, ¢ € [t'+1]. By
Step (2) and Step (3) of the encoding procedure, the position
of the symbol n —¢(¢' 4+ 1) + (¢t 4 1)i in the encoding satisfies
Zf:rll r; = 0 mod n. We now show that different choices of
s € [t+1] result in different modulo sum values Zf:rll r; mod
n. Let a, = Zf:_ll r; = 0modn, s € [t + 1], when j, is
selected. Note that for j,, > js,, we have

Gs, — Qs,
={j:J <Jsird >s: & (0)(F) €V +1

{17 <Jsrrd >0, E6(0)(G) € (In + 1 +1\V)}]
=js, — Js, mod n.

Hence, a, are different for different choices of s € [t+1]. O

From Lemma 4, we know that (ry,...,r;) can be cor-
rectly recovered from &7 during Step (1) of decoding. From
Lemma 3, an erasure of either o' for some 41 € [[ 57y ]]
or 022 for some iy € [[ﬁﬂ ip Sy or S, respectively, can
be identified such that o1'! or ¢?2:? is the unique erasure in
S1 or Sy, respectively. In addition, the location of the symbols
onto which o' or %22 is projected can be deduced. Then,
from the redundancy (71, ...,r;) recovered in Step (1), o%*'!
or 022 can be reconstructed, and in turn, from them one can
infer the values of the repeated symbols in ]:'f(a) of Step (3)
of decoding. Thus, one can recover F;(c). Finally, o can be
recovered from the correctly decoded F;(o) in Step (1) of
encoding.
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C. The stuck-at errors model under rank modulation

We now consider stuck-at errors for cases where the symbol
values in the erroneous permutation only depend on the
rankings of the average tail lengths (no quantization). Consider
Example 3 where the information is encoded by the permu-
tation 0 = (9,1,4,2,5,8,3,6,7). We consider the inverse
o7l = (o71(1),...,0719)) = (2,4,7,3,5,8,9,6,1). It
can be shown that o, ! can be obtained from o~! by a
symbol deletion and a symbol erasure where the set of values
of the erased symbol and the deleted symbol are known
(but which value corresponds to an erasure or deletion is
ambiguous). Moreover, the positions of the erasure and the
deletion have a difference at most ¢ = 3. In the example,
ol = (2,7,7,3,8,9,6,1), where the question mark in
o, 1(2) can be either 4 or 5. It can be seen that o' can
be obtained from o1 by deleting the symbol 5 and erasing
the symbol 4. To correct an erasure in o~ ! the value of which
has two possibilities and an additional deletion, we use a set
of parity checks that will be able to: (1) Find the correct
value of the erased symbol; (2) Correct the deletion when
the value of the erased symbol is fixed. For the first setting,
we consider parity-checks based on a binary vector indicating
the ascending or descending order of symbols, given by
(1,1,1,0,1,1,1,0,0) for o, as well as the Lehmer encoding
(defined in Section IV-A) L(0) = (0,1,1,2,1,1,4,2,2) of 0.
Details will be provided later.

To encode parity checks into symbols of a permutation, we
follow a similar approach to the one described in Section IV-A
and Section IV-B and use the positions of redundant symbols
to encode the parity-checks. However, the ideas behind how
parity checks are encoded into positions of redundant symbols
and how they are decoded are more involved. We now provide
a detailed description of the encoding and decoding process.

Theorem 3. For any message given in the form of a per-
mutation o of length n > t + 12, there is an encoding
&+ Sn — Snqv41 that maps o to a permutation E.(o) of
length n+t' 41 such that [7_,, .\, j > 2(t+2)(2t + 1)t
Moreover, E.(0) can be corrected from a stuck-at symbol error
described in (3).

Remark 3. Note that for each erroneous permutation, there
are at least t choices for the original, uncorrupted permuta-
tion. Hence, the redundancy of the code is at least logt.

For a permutation or a vector o € [n|™ where any symbol
with value in [n — 1] exists in o, let

ol =("'1),..., 07 (n 1)) (12)

be the inverse vector of o, where o~ !(i) =? if there are
repeated symbols of value ¢ in o. Note that there is a one-to-
one mapping between o and 0! when o € S,,. We consider
error correction for the inverse o~!. The following lemma

shows how a stuck-at symbol error affects o~ *.

Lemma 5. Let 0. be the erroneous version of o described
in (3). Let 0.(i) = a and 0.(i') = a be the repeated symbols
in oc. Then o=t € [n]"~! can be obtained from o' by letting
o 1(a) =i or 0. (a) = i’ and inserting a symbol of value

i’ or i after o (a+t; — 1) or o, (a + to — 1) for some
1<t <torl <ty <t respectively.

Proof. Since o, have repeated symbols o.(i) = o.(i') = a,
the stuck-at error occurs at o (i) or o(i'). If the stuck-at error
occurs at o (i), we have

o~ (j+1), forj>o(i),
o) =17 ifj=a, (13)
a7 1(5), else,

which becomes o~! by letting o, !(a) = i’ and inserting a
symbol with value 0 ~1(c(i)) = i after the (¢(i) —1)th symbol
in o 1. In addition, we have 1 < o(i)—a < t. Similarly, if the
stuck-at error occurs at o(i’) then o, ! becomes o1 by letting
o, '(a) = i and inserting a symbol with value 0~ (co(i")) = i’
after the (o(i") —1)th symbol in o1, where 1 < o (i) —a < t.
This proves the claim. O

From Lemma 5, it suffices to determine which of the two
values between 4 or i’ is the value of the erased symbol and
correct the deletion of the symbol of the other value i’ or
1, respectively. To this end, we consider the following binary
vector b(o~!) that indicates the ascending/descending order

of symbols in o~ 1:

1, if o1 -1

b(O'_l)(i) _ , Lo (Z) >0 (Z ) .
0, else

In addition, it is assumed that b(c~1)(1) = 1. The following

observation can be verified.

Proposition 1. A symbol deletion in o~*(i) results in a bit
deletion in b(c=1)(i) or b(c=1)(i + 1). Moreover, a symbol
substitution in o~ 1(i) results in one of the following: (I)
(b(c=1)(4), b(c™1)(i + 1)) changed from (1,0) to (0,1) or
vice versa. (2) One of b(c=1)(i) and b(o=1)(i + 1) flipped.
(3) No changes in b(c~1).

Based on Proposition 1 and Lemma 5, we define the

following parity-checks for o~ !:

p1 :Z b(o™1)(j) mod 2,
j=1

P2 =2 ib(e™)() mod (£ +2)

n

ps =33 b(o™")(j) mod 12,
j=1 t=1

pa=>_ L(c~")(j) mod (2t +1), (14)
j=1

where £(o~ 1) is the Lehmer encoding of o~ defined in (4).
The following lemma shows that (p1, p2,p3, ps4) can be used
to correct a stuck-at symbol error in o1,

Lemma 6. Let o, be the erroneous vector described by (3) and
let 0.(i) = 0e(i') = a be the repeated symbols in oe. Then,
any two different permutations o Y and oy Y obtained from
ot by letting 071 (a) = j1 and o7 (a) = jo, respectively,
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for some jy,jo € {i,i'}, and inserting a symbol with value
{i i'I\{j1} and {i,7 }\{]2} after the (a+t; —1)th and (a+

to — 1)th symbol of ae , respectively, where 1 < t1,t5 < t,
have different parity-checks (p1, pa2, ps,D4)-

Proof. Let o_' and o_," be the vectors obtained from o
by letting o, '(a) = j; and o, '(a) = jo, respectively,
for some jl,jg € {i,i'}. Then from Proposition 1, b(o_,")
and b(c_,') can be obtained by deleting b(o;')(a + t;)
or b(oy )(a + t; + 1) from b(o; ') and b(o~1)(a + t2)
or b(c™Y)(a + to + 1) from b(a2 1), respectively, where
1 < thtg < t. Moreover, we have one of the following:
(1) b(o}") and b(o_y') differ only in the positions a and
a+1 such that elther (b(o ) (a),blo ;") (a + 1)) = (0,1)
o (b(05")(a).b(o)(a + 1)) = (1.0); (2) b(o7) and
b(o,") differ only in position a or a + 1; (3) b(o;') and
b(o_,") are equal. In what follows, we show that if the
parity checks (pl,pg,p;g) for 07! and o, ' are equal, then
b(o; ') = b(o; "), for all three cases.

We start with case (3). As mentioned above b(o; ') and
b(o_,') are obtained from b(c; ') and b(o; '), respectively,
after a single deletion. If b(o.,') = b(c_,'), b(o; ') and
bloy 1) share a common subsequence of length n — 1. It was
shown in [18] that if b(o; ") and b(c; ') share a common
subsequence of length n — 1, the Varshamov-Tenengolt parity
check, described by po in (14), of b(o7 ') is different from
that of b(c, '). Here we briefly illustrate the proof. Note that
when the parity-checks py,p2, and p3 of b(o; ') and b(o; )
are the same, they remain the same when b(co; ') and b(o; )
flip all their bits. Hence, without loss of generality, we can
assume that b(o; ') and b(o, ') are obtained from b(c_;') by
inserting bit O at positions a + | and a + t5, respectively,
where 1 < t},t;, <t¢+ 1. Then

ZJb

ST 2 bt g Sarttd Lbor)() = 1)~

j>a+thj<a+t+1,blo;)(4) =1} mod (t+ 2).
(15)

Since 0 < [{j :j > a+t},j <a+t+1Lblo;")j) =
B, {j:j>a+thj<at+t+1,bloy)() =1} <t+1,
we have

1

{i:j>a+th,j<a+t+1,bo;")(j) =1}
={j:j=a+thj<a+t+1,bloy")(5) =1},

which implies that the O bit is inserted in the same run or
consecutive bits of 0’s in b(o;') to obtain b(o; ") or b(oy '),
respectively, implying that b(o; ') = b(o5 ).

We now prove that b(c; ') = b(oy ') for case (1). Since
the parity checks p; for b(o; ') and b(o, ') are the same,
b(o; ") and b(co; ') can be obtained from b(o ;") and b(o ;')
by inserting a 0 bit or 1 bit at positions a + ¢} and a + ¢,
respectively, for some 1 < #),¢, < ¢+ 1. Again, without
loss of generality, we assume that the inserted bits are O-
bits to obtain b(c; ') and b(o, '), respectively. Moreover,
we assume that (b(o_;')(a),b(o;')(a + 1)) = (0,1) and
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(b(oz')(a), blogy')(a+1)) =

case, we have

(1,0). Then, similar to previous

TG =1 +1
2 D) =13,

Hj:j>a+t,j<at+t+1,b(o
={j:j>a+ty,j<a+t+1,b(o

which implies

2 0G) =1}

TH6) =130l
(16)

{j:ji>a+th,j<a+t+1,b(c
={j:j>a+t,j<a+t+1,blo

for some j; € {a+1,...,a+t+ 1}. Then, we have

YO 0blorHE) YO 0bloy ()

j=1 =1 j=1 ¢=1

=a+1+ Z

JiiZatt] j<att+1,b(cr ) (j)=1
— > (j+1)
jij>atty,j<att+1,b(o7 ) (5)=1
=a + 1-— .71 — 1.

G+1

Recall that 1 < j; <t + 1. Hence,

if b(o; ') # b(oy '), contradicting the assumption that ps is
equal for b(o; ') and b(agl).

We now show that b(o; ') = b(a; ) for case (2) Without
loss of generality, assume that b(o_,') and b(o; ) differ in
a’ € {a,a+1} such that b(o ") (a ) =1 and b(a62 )(a') = 0.
Then, since the parity checks p; for b(o; ') and b(oy, ') are
equal, we have that b(o7 ") and b(o, ') can be obtained from
b(o_,') and b(o.,") by inserting a 0 bit and 1 bit at positions
a+t) and a + t}, respectively, for some 1 < ¢}ty < ¢+ 1.
We consequently have

ijjb(a—l - ijb(o‘l
j=1 j=1

={j:j>a+tl,j<a+t+1,blor")() =1}
~Hj:j>a+thj<a+t+1,boy")(5) =1}
—(a+ty—d).

When the parity checks po for b(o; ') and b(o; ') are equal,
we have

7))
2 ()

{j:j>a+t,j<a+t+1,b(c
={j:j>a+th,j<a+t+1,b(c
U{ji,...

1}
1}

) ja+t’27a’}
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for some ji, .. a+t+ 1} that are

different. Then,

‘>ja+t’27a’ E {a/‘l_l,...,

Jii>a+t] j<a+t+1,b(cy M) (5)=1

ath2 a’
- Z (G+1) - Z l
jiiZattyj<att+1b(or ) (5)=1 t=a’+1
a+t’2—a a+t —a’
= 2 U+ > 6
=1 l=a'+1

which is greater than 0 and smaller than (t+1) < ¢2. Hence,
we have (17), which contradicts the assumption that the parity-
checks p3 for b(o; ") and b(oy ') are equal.

Next, we show that if b(o; ') = b(co; ') and the parity
check py for b(o; ') and b(o, ') are equal, then we have
ot =05t If o7 (a) = 05 (a), we have that o7 and oy "
are obtained from 0;11 by inserting a symbol with the same
value at positions a + t; and a + to, respectively, such that
b(o; ") = b(o, ). This implies that the symbol is inserted in
the same increasing run or decreasing run in o_;' to obtain o; *
and oy ! respectively, where an increasing or decreasing run in
a vector ¢ = (¢(1),...,c(n)) is a subsequence of consecutive
symbols (¢(i 4+ 1),...,¢(i + 7)) such that (i + 1) < ... <
c(i+j) ore(i+1) > ... > c(i + j), respectively. Hence,
oy ! and o, ! are equal. On the other hand, if o7 *(a) = j;
and o5 *(a) = jp are different, then o, and o, ! are obtained
from 0’;11 and 0;21 by inserting a symbol with values j; and j;
at positions a+t; and a+1t2, respectively. Moreover, similarly
as above, from b(c; ') = b(o, ') we have that the symbols js
and j; are inserted in the same increasing run or decreasing run
in o_;' and 0_," to obtain o, * and o, ', respectively. Without
loss of generality, let jo > ji, then,

Y. L)) = 2 L)

—H7J>a+1y<a+h—1o ') <}
+Hiizat+lj<a+ti—1og () > jo
t1-l{j:jza+lj<att—104(j) <jo}
iz atlj<atts—105() > i}l

If jo and j; are inserted i m an mcreasmg run in ;' and 052 ,

respectively, to obtain o L and 02 , then we have that ¢t < t5.
Since ae_ll(j) = ae_Ql(j) fora+1<j<a+t; —1, then,

Hj:j>a+1,j<a+ti—1,0, () <}
+{j:i>a+1,j<a+ti— 10, (j) > jo}|
+1-|{jij>a+lj<a+ts—1,05()) <o}
~j:iza+1,j<a+ty—1,05'(j) > jr}l

=2[{j:j>a+1,j<a+t—1,0,(j) < i,
oo (4) > da} + 1,

which is a value between 1 and 2¢ + 1. Hence,
> Lz )0) # Z L(o
j=1

Similarly, (18) holds when j; and j; are inserted in an
increasing run in 06_11 and 06_21, respectively. Hence, we have
that 0, ' = o, ! whenever the two inverse permutations have
the same parity-checks (p1,p2,ps, p4). O

) mod (2t + 1). (18)

Lemma 5 shows that given o, described by (3), c~! and
thus o can be recovered with the help of parity checks
(p1,p2,p3,p4) Of 0. In the following, we show how to use
redundant symbols to encode (p1,pe,ps,ps). Same as in
Section IV-B, we do not make any assumption on m. We
follow a similar manner to the one in Section I'V-A and Section
IV-B, where the positions of redundant symbols are used to
encode (p1, ..., ps). However, the encoding from (py,...,ps)
to positions of redundant symbols is different from that in
Section IV-B.

Before presenting the encoding and decoding procedures,
we define a useful mapping.

Proposition 2. There exists a one-to-one mapping P that maps
an integer £ € [H;=s—t+1 j] to t different symbols from an
alphabet of size s.

Proof. Let £ = Z = a1 - . t+1j Then, we have
that a; € {0,.. s—z} for i € ]7 We then map ay,...,a;
into ¢ different 1ntegers J1,--.,7¢ as follows. Let j; be the
(a; + 1)th smallest integer in [s]\{j1,...,7i—1}. It is clear
that such a mapping is invertible. O

Let (p1,p2,p3,p4) be represented by ¢ <

ﬂog (2(1’;;(27)1(72;;1” 1 < 5 different symbols (rqy,...,r:)

from an alphabet of size n — 5, which can be done using
the mapping P in Proposition 2. Note that ' < 5 because
2(t + 2)(2t + 1)t < (n — 9)° when n > t + 12. Let
rl =mr; +5 for i € [¢']. Then 6 < r; < n. We then insert
n + 4 into o as the r/th symbol, ¢ € [t']. Finally, we insert
the symbol n + ¢’ + 1 into the o vector (the location of
the insertion is described by the following lemma) and
obtain a permutation &.(o) of length n + ¢/ + 1 such that
Zf/;ll E (o) Y(n +4) = O0mod (n + 1). The following
lemma shows that such an insertion of n + ¢’ + 1 is always
possible.

Lemma 7. For any permutation o € S, 1y, it is possible to

insert a symbol n—+t' + 1 into o to obtain a new permutation
’

o' such that Zzt,:ﬁl o' Y(n+i)=0mod (n+1).

Proof. Note that

t'+1 t

Yot - 3

=1
=o' 1(n+t + 1)+ {5 =0
o(j)e{n+1,....,n+t}},

o n+1)

(n+t +1),

which increases by at least 0 and at most 1 as o'~ (n+t'+1)
increases by 1. Note that when o/~ (n+# +1) = 1, we have
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Zf/:ll o'~ Yn +i) — Zf/:l o~ Y(n+1i) =t + 1 and when
o tn+t +1) = n+t + 1, we have Zf,:ll o' t(n +
i) — Zf/:la_l(n + 1) = n + t' + 1. Hence, there always
exists a choice of o/~ *(n +t' 4 1) in [n + ¢’ 4 1] such that
S e i) = S o ) s in [+t + TP,
which maps bijectively to Z,4+1 = {0,...,n} under modulo
(n + 1) reduction. O

We are now ready to present the encoding procedure.
Encoding:
(1) Given a permutation o € S,,, compute the parity checks
(p1, P2, p3,ps) based on (14). Let (p1, p2, p3, pa) be rep-

resented by t' < [log <21(§;(i)£21t0—;1)t2 1 < 5 different
symbols (r1,72,...,ry) from an alphabet of size n — 5,
using the mapping P in Proposition 2. Let 7, = r; + 5
for i € [t'].

(2) Insert n+i, 4 € [t'] into o such that n+i is the rth symbol
in the new permutation. Denote the resulting permutation
by R(o).

(3) According to Lemma 7, insert n + ¢’ 4+ 1 into R(o) to
obtain &, (o) such that Zzljll Er(o) H(n +14) = 0 mod
(n+1).

Upon receiving an erroneous version £¢(o) of &, (c), we apply

the following procedure.

Decoding:

(1) Given an erroneous permutation E¢ (o) of &(o), compute
&/~Y(o) based on (12), by replacing o with £¢(c).

(2) Let&5(o0) (i) = E2(o)(¢') = a be the repeated symbols in
EE(0). If both 7 and ¢’ are > n, remove the symbols n +
1,...,n+t and declare that the remair}ing permutation
is 0. If min{i,i'} < n, let r = =Y " E(0) " (n+
j)mod (n+1). If ¢ Z r mod (n + 1) and ¢’ £ r mod
(n+1),let & (o) (n+5) = (9, (o) (n+j — 1) for
j € [t'+1]. Recover 7§ = £ (o) (n+7) and rj = 7§ —5
for j € [t]. Let &,.(0) be the permutation obtained from
E¢(o) by removing symbols n,n + 1,...,n + t'. Use
the redundant symbols rq,...,ry to recover the parity
checks (p1,pa, 3, pa) of o and recover o1 from ér(a)
and thus o according to Lemma 6. If at least one of ¢
and ¢/, say 4, satisfies ¢ = r mod (n + 1), we have either
i+n+l,i—n—1¢ [n+t'+1]ori € [t'|U{n+2,...,n+
t'+1hIfi+n+1,i—n—1¢ [n+t + 1], remove
E¢(a)(i) = a and the symbols n + 1,...,n + ¢ from
E¢(0o) and proceed to declare the remaining permutation
to be 0. On the other hand, if ¢ € [{'| U{n+2,...,n+
'+ 1}, let v = &7 (o)(n + j) and r; = 7 — 5 for
j € [t']. Then recover (pi,p2,ps,ps) from rq,..
Let &,.(0) be the permutation obtained from £¢(c) by
removing the symbols n,n + 1,...,n + t'. Then, use
&.(0) and (p1,p2,p3,pa) to recover o~ and o.

Ty

In what follows, we prove the correctness of the decoding
procedure. When ¢ and 7' in Step (2) of decoding are both
> n + 1, only redundant symbols can be erroneous. Thus
removing them gives the permutation . In the following we
focus on cases when min{i,i'} < n. Note that symbols n + i,
i € [t'], in &/(o) are redundant symbols and that the sum
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of the n + ' + 1 redundant symbols modulo n + 1 is 0.
Therefore, the position of the redundant symbol that is not
included in the symbols n+1,...,n+¢ in E5(0) is equivalent
to » modulo n + 1. Hence, if the positions 7 and i’ of the
repeated symbols in £¢(o) are not equivalent to r modulo
n+1, we have that the stuck-at error does not occur among the
redundant symbols. Then the symbols i, . .., n+t’ correspond
to redundant symbols n+1,...,n+t'+1 in &.(0) and hence

can be used to recover 74, ..., 7}, and thus (r1,...,ry). Then,
we can recover pi,...,ps from (rq,...,ry). Note that after
removing the symbols n,...,n+t' from (o) we obtain an

erroneous version &.(0) of o described by (3). Hence, o~

and thus o can be recovered from &,.(o) and (p1,p2,p3,P4)
according to Lemma 6.

If one of 4 and 7/, say 4, is equivalent to 7 modulo n+1, then
ifi+n+1,i—n—i ¢ [n+t'+1], we have that i is the position of
the redundant symbol and a stuck-at error occurs at &.(c)(3).
Thus removing £¢(o)(7) = a and the symbols n+1, ..., n+¢
from £S(o) deletes the redundant symbols in &, (o) results in
o. On the other hand, if i € [¢t'|U{n+2,...,n+t'+1}, we have
that the stuck-at error occurs at symbol n + ¢’ + 1. Otherwise,
the missing redundant symbol other than n+1,...,n + ¢ in
E¢(o) is located at a position in [t']U{n+2,...,n+t +1},
which contradicts the fact that the positions of redundant
symbols are confined to ¢’ < 5 < r;- <n, j € [t']. Therefore,
the symbols n+1,...,n+t" in £¢(0) correspond to symbols
n+1,....,n+t in & (o) and thus can be used to recover
r1,...,7r4, as well as (p1,p2,ps3,ps). Then, removing the
redundant symbols n + 1,...,n + t' from £5(o) results in
a erroneous version o€ of o that is described by (3). Hence,
o~ ! and o can be recovered from o¢ and (py, p2, 3, Pa).

D. Discussion

Compared to the codes for the ¢ stuck-at error model (1),
which deal with ¢ stuck-at errors for symbols with no value
constraints, the codes for the burst stuck-at error model (3)
address ¢ stuck-at errors for symbols with consecutive val-
ues and therefore, have lower redundancy. While both code
constructions have efficient encoding/decoding algorithms, it
would be interesting to see how to generalize the codes for the
burst stuck-at error model to correct ¢ bursts of stuck-at errors,
with the length of each burst bounded. The stuck-at errors
under rank modulation (3) are more complicated compared to
the other two types of errors since a single stuck-at error can
cause up to O(n) changes in symbol values. The codes for
stuck-at errors under rank modulation constraints deal with a
single stuck-at error and thus have lower redundancy compared
to codes that correct general ¢ stuck-at errors (1). Generalizing
the codes for stuck errors under rank modulation to correct
t stuck-at errors of the same type can be more complicated
and may require higher redundancy and encoding/decoding
complexity compared to codes for other two types of errors.
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